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SOFTWARE DEVELOPMENT, MAINTENANCE, AND USER DOCUMENTATION

1.0 SOFTWARE DEVELOPMENT
1.1  SCOPE

1.1.1 Scope. Thisdocument establishes stlandardsto be observed by the contractor in the development
of software.

1.1.2 Application. The requirements of this standard shdl apply to al software custom devel oped, or
modified, to meet government specifications. Unless otherwise specified, they shal not gpply to
multipurposecommercidly produced production software, supplied with supporting documentation
and updates.

1.1.3 Contracting Officer's Technica Representative.  The Contracting Officer's Technica
Representative (COTR) shdl provide the find interpretation of any conflict between this sandard
and specific contract requirements.

1.1.4 Wavers. Any request for waver of specific requirements of this sandard shdl be submitted in
writing to the COTR and to the Contract Administrator. A request for waiver must include: @)
identification of the paragraphs for which the waiver is requested; b) identification of the systems,
equipment, or components for which the waiver is requested; and c) a discussion of rationde for
granting the waiver, including impact on rdiability, maintanability, schedule, and cost if the waiver
is not granted.

1.2  APPLICABLE DOCUMENTS

DOD-STD-2167
"Defense System Software Devel opment”

Military specifications and standards are available from: Command Officer, U.S. Nava Supply
Center, 5801 Tabor Avenue, Philadelphia, Pennsylvania 19120.

FIPS-PUB-38
"Guiddines for Documentation of Computer Programs and Automated Data Systems'



Federal Information Processing Standards Publications are available from: The Suprintendent of
Documents, U.S. Government Printing Office, Washington, D.C. 20402.

NOAA/NESDIS
Standard No. S24.801 "Preparation of Operation and Maintenance Manuas'

NOAA dandards are available from: U.S. Department of Commerce, Nationa Oceanic and
Atmospheric Adminigration, Nationd Environmental Satellite, Data, and Information Service,
0OSD3, Washington, D.C. 20233.

1.3 PROGRAM STRUCTURE AND FLOW

1.3.1 Modularity. All sysems shdl be made up of program and subprogram modules, sometimes
referred to as routines, and data modules which are linked together through external references.

1.3.1.1 Single Function. Each program or subprogram provides asingle digtinct function. For example,
the main program is usudly responsible, dong with the interrupt system, for the control function.

1.3.1.2 Size. Nolimitsare placed on Sze. But asaguiddine most of the routines should include no more
than one page, approximatdy fifty lines, of code. Only one ingtruction statement per lineis permitted.

1.3.1.3 Code and Data Separation. All executable code, bit pattern equates, read only data, etc. shall be
write protected by hardware or software provided with the syssem. Resident code and data aress are
digtinct, and each contains the gpplicable explanatory text. Read only data should be segregated from
read-write data. Loca variables within different modules shall not share the same storage locations.

1.3.2 Cdling Conventions. A set of cdling and return conventions provide the execution linkages
between modules.

1.3.2.1 Cdl and Return Macros. All assembly routines will be referenced for execution viathe same call

and return macros. The call and return procedures shdl include saving and restoring of al sysemsregisters

atered, except for those serving to retain results. Routines shdl employ macros from the system macro

library when available.

1.3.2.2 Single Entry. A single entry point will be used in each routine.

1.3.2.3 Single Exit. A sngleexit point will be used in each routine, except for error exits.



1.3.2.4 Program How. Routineswill be organized on the listing so they flow down the page. Branches
shdl be avoided when using amodular language. Thiscongraint, dong with the use of common exitswithin
aroutine for each logic section, provide the necessary structure for maintaining program vaidity and ease
of update.

1.3.2.5 Red Time Response Requirements. If real time response congtraints dictate faster execution
requirements , exceptions to the above conventions (1.3.2.1 through 1.3.2.4) shdl be requested as
described in 1.1.4. Requirements for using interrupt inhibits shal be clearly described. If awaiver is
granted, such occurrence(s) shdl beclearly ddineated with inline comments, and shdl not violate structured
code requirements.

1.3.2.6 Argument Passing. Argument passing techniques must follow those used by the equipment
manufacturer or other commercid systems software vendor. The use of registers and/or the stack should
follow a congstent pattern.

1.3.2.7 Success/FailureIndications. Success/failureindications should follow those used by the equipment
manufacturer or other commercia systems software vendor for the same equipment. Thisisto assurethe
correct atus of such indicators will be maintained throughout the code.

1.3.2.8 Argument Vdidity. Modulesareresponsblefor verifying thevdidity of arguments passed to them,
induding vaues input from sources externd to the system. Test code needed for this function may be
removed, if not required by the completed product.

1.3.2.9 Error Conditions. All error condition logic paths must be completed. Error return values cannot
be ignored.

1.3.2.10 Operations and Expressions. Mixed mode operations shdl be avoided (e.g., arithmetic between
real numbers and integer numbers). Compound negative Boolean expressons shdl be prohibited. The
order of evauation for compound expressionsshal be clarified through the use of parentheses and spacing.
Nesting beyond five levels shal be prohibited.

1.3.2.11 Operator Interface Conventions. Operator responserequirementsand displaysto operatorsshall
be conggtent and uniform of throughout a system in order to minimize training and reduce the likelihood of
operator errors.

1.3.2.11.1 Invaid Response. The software shall reprompt the operator in responseto aninvalid response.
The reprompt may include additiona response options (e.g., an abort to the system level). An invdid
operator response shdl not automaticaly abort a routine. Exception to this requirement is alowed for
system security (e.g., entry, passwords, ect.) conventions.

1.3.2.11.2 Default Response. The default response to a prompt, that is the response assumed when the



"Return’ key isgtruck, shdl be: a) the affirmative value; or b) retaining the present numeric value. Re-entry
of the current or existing value shdl not be required by the operator to retain that value.

1.3.2.11.3. "Y/N" Response. Prompts which can be answered by a "yes/'no' response shall accept
Y'I'Yes or 'N'/"No," in either upper or lower case. Promptsrequiring T/ True or 'F/ Fase,'or "1"/"0"
shdl not be alowed.

1.3.2.11.4 CRT Displays. CRT displays from applicationlevels shdl have labesto theleft, left judtified,
and vauesto theright, right justified. Multiple column formats may be used. In the absence of operator
selectable options, dl CRT characters shdl be at the sameintengity. If brightness selectionsare provided,
they shdl include: a) vaues brighter than [abels; b) labds brighter than vaues, and ¢) uniform brightness.

14  SOURCE PROGRAM FORMATTING

141 LireFormat. Lineswithin al modules shal be consistent in format for both executable code and
comments. Paragraphing, blocking by blank lines, and indentions shal be used to enhance
readability.

1.4.1.1 Line Sze. All source lines shdl congst of from one to eighty characters (not including trailing
blanks, carriage returns, and other control characters). Use of a continuation statement isimplied by this
requirement.

1.4.1.2 Indruction Statements. Instruction linesmust beformeatted, consistent with thelanguage being used,
with respect to the starting column of each field. Only one ingtruction shdl be coded on aline.

1.4.1.3 Comment Statements. Commentsshould be cons stent with respect to starting columns. Indentions
shdl be used for readability.

1.4.2 Inline Comments. Inlinecommentsmay occur on the sameline asan ingruction and/or on separate
lines

1.4.2.1 Comment Formats. Comment lines and paragraphs shdl be set off from the executable source
code in a uniform manner. There shdl be no doubt or ambiguity as to what are comments and whet is
executable code. Separate comment lines and paragraphs shal be preceded and followed by a sngle
blank line. Comments inserted on ingtruction statement lines shal conform to 1.4.1.3.

1.4.2.2 Comment Content.  All coding must be commented throughout to convey the globd role of the
ingructionstatements. 1n assembly language code thisusualy resultsin one comment per line of codewith
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paragraphs of comments included for explanation of particularly important or complex sections.

1.4.3 Naming Conventions. Strict naming conventions are to be maintained throughout each system.

1.4.3.1 Globa vs. Loca Symbols. There must be different naming conventions used for loca and globa
symbols. Thisisusualy asingle specid character used as a prefix or suffix to the root name.

1.4.3.2 Interrupt Processing. Testing and altering interrupt priorities must be accomplished using a
consstent set of symbols, as determined by the language.

1.4.3.3 Name Derivations. Program, data module, constant, and variable names shal be derived so asto
meaningfully and clearly identify thefunction performed or being described. Thisderivationshdl beuniform
throughout the system. Language keywords shall not be used as names.

144 Sysems Messages and Codes. A coding scheme must be used for each message within each
category of system message (e.g., error, diagnostic, input/output, ...).

1.4.4.1 Codes and/or flags must be set within the routine detecting the abnorma condition.

1.4.4.2 Messages, formatted for screen display, must be made available for each system status condition.
These messages should have corresponding code and/or flag settings.

1.4.4.3 All eror and diagnostic messages shdl be presented in a uniform manner and shal be
sdf-explanatory. They shal not requirethe operator to perform tablelook-ups or futher processing of any
kind to interpret the message. The message shdl indicate the source or cause of the error condition, and,
if possble, shal identify both the routine detecting the error the routine causing the error.

1.45 Module Preface. Every program and datamodule must have a preface comment block containing
the fallowing information and identifiers. Theidentifiers must be uniquely recognizable by postion

and keyword.

NAME The name given to the module.

TYPE Data, Main Program, Subroutine, Function, Macro, etc.
RELEASE The release or base level of the program module.
VERSION The revison/update number of the release.



MODIFICATION
LEVEL

A number indicating the modifications which
have been applied to the version.

MODIFICATION A brief gatement indication the purpose and

DESCRIPTION function of the modification.

ORIGINATOR-DATE The name of each modifying author and the date of the
modification. Names and dates are entered one per line in
chronological order, newest first (at the top of the listing).

FUNCTION A brief satement of the function of the module.

SYMBOLS A lig of the congtants and the definitions of each.

MACROS A lig of thelocd macro and function definitions.

DATA Thisshdl include, for both locd and globd datar a description of each

DECLARATION dement (type, Sze etc); organizaion (functiond, dpha, etc); and

adjacency requirements (e.g., array e ements, common buffers, etc.).

DESCRIPTION A comprehensve summary of the function of the module.

CALLING SEQUENCE The precise syntax used when invoking the program.

CALLING ROUTINES A ligt of all routines calling (using) the module.

CALLED ROUTINES

INPUTS

OUTPUTS

EXTERNAL

PROCEDURES

AFFECTS

HARDWARE

A lig of dl routines cdled (used) by the module.

A ligt of the inputs expected by the module; catagorized by the sources,
and indicating whether theinput isavalue or reference . parameter.

A list of the outputs produced.

A ligt of dl externa procedures invoked.

State dterations, etc. which are not explicit outputs, (e.g., globals effected,
etc.). Modification of globas are discouraged.

A lig of hardware requirements and configurations necessary for proper



1.5

151

152

153

1.6

16.1

medid function.

REAL-TIME Ligt red-time execution requirements of the module.
REQUIREMENTS

SOURCE FILE MAINTENANCE

Module Storage. Program modules in the system shall be maintained in a file or data base by
module type, or in a separate file or data base entities. There must be an externd file name
corresponding to the internal module(s) with additiona information such as release and verson.
There mugt be an externd file "qudifier” for the "type" of module in thefile.

Module Crestion and Updating. The source crestion and maintenance shall bedonein baselevels.
A base levd is defined as a point a which the program source files have been frozen following
successful testing. The baseleve will be maintained until mgor revisons and modifications judtify
the creation of anew base level. Thispoint isusudly reached whenever the overdl function (sum
of theindividud functions) issgnificantly different fromthe previousrelease. Thisimpliesthat more
than a few revisongmodifications have been made for corrections and enhancements.

Post-delivery Maintenance. Once the equipment isingtalled at the designated Government Stethe
contractor shal not maintain modem connections to the equipment or system, unless such
connections areaspecific requirement of the Statement of Work. Temporary modem connections
desired by the contractor for remote system or gpplications software maintenance shal not be
ingtdled without the gpprovd of the COTR. Such connections, if gpproved by the COTR, shadl
be ingaled in such away that they are normally not connected, and the connection is made only
through the deliberate and cognitive action of the Government staff. Such temporary connections
(modems, switches, and cables) shdl be clearly marked with red labels. Only under very rare
circumstances will modem connections be dlowed to equipment or systems once those systems
are placed in operation by the Government.

SOURCE LANGUAGES

Languages. All machine ingructions shdl be generated using assemblers and/or compilers. High
level languages (e.g., FORTRAN, COBOL, PASCAL) in wide use, will be preferred over
assembly languages.



1.6.2

1.6.3

2.0
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211

212

2.2

221

222

Compilers. Up to date (i.e., latest standard) compilersshall be used. When no industry standards
areavailable, the source language must be in wide use on morethan one vendors processor design.

Assemblers. Assemblers shdl have macro capability.

SOFTWARE MAINTENANCE DOCUMENTATION

SCOPE

Scope.  This document establishes a content standard to be observed by contractors in the
preparation of software maintenance manuals. The manuds adhering to this standard shdl be
addressed to computer specidists (e.g., programmers).

Application. The requirements of this standard shall apply to systems developed or made to
government specifications.  Unless otherwise specified, they shdl not apply to commercid
production items which shdl be supplied with commercid manuds.

The contractor shdl provide al supporting documentation applicable to the delivered system,
normaly supplied (delivered) with commercid items by the Origind Equipment Manufacture
(OEM). In addition, the contractor shal provide alist of dl the supporting documents available
from the commercid OEM with an indication of gpplicability to the delivered system.

CONTENT

Systerm/SubsystemDescription. Provideagenera description of thesystem/subsystemto establish
aframe of reference for the rest of the document. Include a summary of the functiond and data
requirements satisfied by each system/subsystem.  Describe the generd interrelaionships of the
system/subsystem components.  All externd entities shdl be identified and described. Al
descriptions must coincide with the diagrams mentioned in the following paragraph. List and
describe limitations and operating congtrai nts associ ated with the use of the systemy/subsystem. List
and describe al hardware and software requirements of the system/subsystem, and modules.

System Diagrams. One or more system diagrams shal be included to show the complete
configuration. These diagrams shall be structured from the generd to the detailed, and be
completely described by references on the diagram to textua descriptions. Subsystems and
modules shdl be rdated to the system. If the overdl software system is complex, as determined



by the COTR, each mgor subsystem shal be described in a separate section.

2.2.3 Sygem/Subsystem Logic and Data Flow. Describe the logic and data flow of the entire
systerm/subsystemin the form of aflowchart. The flow should provide an integrated presentation
of the system/subsystem dynamics of entrances and exits, and computer programs.

2.2.4 Program/DataModuleDescriptions. Complete documentation shall be provided for each program
as described in the following subparagraphs.

2.2.4.1 Structure Charts. Hierarchal structure charts shall be drawn showing al modules, and the cdling
relationships between them.

2.2.4.2 Module Destriptions. Complete descriptions of each program module shdl be included in the
software documentation. The documentations shdl include information as described in the following
subsections.

2.24.2.1 Module Name, function, and calling sequence. Ligt the name and function of the module and
what it accomplishes. The name and function should serve asthe index to the modulein dl related charts
and cross references (e.g., sourcefiles). The name should be derived from the function, and conventions
should be established, such that like naming occursthroughout. Secondly, theinitia character or characters
of names should be used in the message codes (e.g., following paragraph or messages).

2.2.4.2.2 Messagesand Codes. All error messages and codes shdll belisted in aphabetica order for use
by the system operators. There must be complete explanations of what conditions generated the message.
All error message codes should contain characters identifying the subsystem generating the message. A
single document section describing the error messages shal contain the error codes and explanations for
each subsystem. Possible operator actionsin response to each message should beincluded in the message
ligtings and/or in the supporting documentation.

2.2.4.2.3 Data Structure Description. Descriptions shdl be given for each compound data structure used.
Detalled descriptions shdl be given for recursive structures.

2.2.4.24 Program Module Inputs.  All inputs to a module shall be described in detail, including
descriptions of the input format, and the interna storage format. Thisligt of inputsmust include those data
items passed as arguments.

2.2.4.2.5 Program Outputs. Describe the output of the program and provide layouts (i.e., screen, printer,
etc.).



2.2.4.2.6 Program Interfaces. Describetheinterfaceswith other software, such asdataformats, messages,
parameters, conversion requirements, interface procedures, and media.

2.2.4.2.7 Tables. Describe data tables used by one or more programs. The format, physical location
(can berdative) and content must be completely clear with repect to each item within atable. Exceptions
for security tables shall be approved by the COTR.

Tablesshdl beincluded in ligting the total content of all ROM's. Procedures for updating tables shdl be
included in the User Documentation.

Symbol tables and cross reference listing shdl be provided with each assembly language program.

2.2.4.2.8 Files. The access and use of data obtained from both temporary and permanent files shal be
described. Refer to database description requirementsfor complete documentation guidelines applicable
to data maintained on periphera devices.

2.2.4.2.9 Structured Psuedocode. An agorithmic description shal be given for each module describing
the procedure undertaken by that module. This description shall be written in psuedocode, highly
correlated with the actua code.

2.2.5 Operating Environment. The documentation shdl include complete descriptions of the hardware
and software used to support the system, as follows.

2.25.1 Hardware. Identify the equipment required for the operation of the system. Relatethe hardware
to each program. Include information such as:

a Processor and Size of internal storage;

b. Storage online or off-line, media, form, and devices,
C. Input/output devices, online and off-line;

d. Data transmission devices,

e System memory map;

f.

Interrupt and DMA dructure, including priorities and defaullts.

2.2.5.2 Support Software. Identify the support software needed for al computer programs (e.g.,
compilers, linkers, libraries).

2.2.5.2.1 Operating System. 1dentify and describethe operating system, including sysgen and i nput/output
(1/0) generdtion (gen). Provide procedures, listings, and manuals.

2.25.2.2 Compiler/Assembler. Identify and describe the compiler or assembler including the version or
release number and any specia features used.
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2.25.23 Other Software. Identify and describe any other software used.

2.2.5.3 DataBase. Describe or reference documentation provided for data base management. Include
such information as codes, units of measurement, format, range of vaues, or reference a data dement
dictionary within which thisinformetion is contained.

2.2.6 Maintenance Procedures. A complete description of software maintenance procedures shal be
provided with each system/subsystem (e.g., source generation, source edit, assembly/compiling,
linking, sysgen (regeneration), initidizing, etc.). Load lines shdl be provided.

2.2.6.1 Programming Conventions. Identify and describe any programming conventionsused. List these
conventions along with the gppropriate language or languages to which they apply.

2.2.6.2 Source Library Maintenance Procedures.  Describe al file maintenance and update procedures
used for source code. Include specid products, techniques, and configuration management tools used.

2.2.6.3 Test and Verification Procedures. A complete set of procedures and data (or smulation systems)

areto bedescribed. Test and operationd initidization proceduresshall beincluded such that completeand
partia replacement procedures for executable code are given.
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SOFTWARE SY STEMS USER DOCUMENTATION

SCOPE

Scope. This document establishes a standard for content to be observed by contractors in the
preparation of User Manuas for software systems. Users for whom the manuas adhering to this
standard shall be addressed are € ectronicstechnicians, console or termina operators, and various
goplications specidigts. The particular use to which each manud will be put depends upon what
type of software isbeing used (e.g. technicians use of diagnostic software).

Application. The requirements of this standard shall apply to systems developed or made to
Government specifications.  Unless otherwise specified, they shal not gpply to commerical
production items, which shdl be supplied with commericd manuas.

APPLICABLE DOCUMENTS

The following documents, of the issue in effect on the date of invitation for bid or request for
proposd, form a part of this specification to the extent specified herein.

FIPS-PUB-38 "Guiddines for Documentation of Computer Programs and Automated Data
Sysems’

Federal Information Processing Standards Publications are available from: The Suprintendent of
Documents, U.S. Government Printing Office, Washington, D.C. 20402.

NOAA/NESDIS Standard No. S24.801 "Preparation of Operation and Maintenance Manuas'
NOAA dgandards are available from: U.S. Department of Commerce, National Oceanic and

Atmospheric Adminigration, Nationd Environmental Satellite, Data, and Information Service,
OSD/3, Washington, D.C. 20233.

CONTENT

Genegd. The manud shdl describe the functions performed by the software such that the system
user/operator can determine their applicability and when and how to use them.
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333

Overview. The manuad should begin with an overview of the organization of the manua with
directions as to the use of its content. The organization shal include content which provides. (1)
adescription of dl capabilities of the system; 2) acomplete description of the physica system and
data flow; and 3) a description of the operation of al aspects of the system, with sufficient detal
so asto provide areference for both norma and anorma (diagnostic and recovery) operations.

Detailed Operationa Descriptions. Complete descriptions of each of the following itemsshdl be
contained within the manua or manuas provided by the contractor.

@ A list and description of al user commands, sequences, and procedures.
2 Capabilities of each command.

3 Performance capabilities, including quantitative information, on inputs, outputs,
communications and internal processes.

4 Execution procedures for initiaizing each command macro.

) Data base update procedures for each type of field. This documentation requirement
extendsto updates of data stored within the computer memory aswell ason disk or tape.

(6) Input descriptions (including definitions and formats) for dl user inputs.

) Examplesof dl typesof inputs showing al optionsfor each input command and parameter
fidd.

8 Descriptions (including definitions and formats) of al output from the system.

9 Descriptions of dl error messages, their meaning and operator recovery procedures for
each.

(10) Termina set-up and operation for each termind controlled procedure.

The documentation described above should be organized by subsystem and function. Manuds
ghdl follow the format outlined in FIPS-PUB-38, "Guideines for Documentation of Computer
Programs and Automated Data Systems.” (A format routinely used by the contractor may be used
if pre-approved and accepted by the COTR.) References may be made to other available
documentation for details of items such as for hardware operation (refer to NOAA/NESDIS
Standard S24.801 -- " Preparation of Operation and Maintenance Manuals'). Frequent use of the
diagrams and tables is recommended for ease of use by the system operators. An aphabetized
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index must be provided for operator use in locating information on procedures, commands,
options, etc.

QUALITY ASSURANCE PROVISIONS.

Manud Review. Reviews of the manud shdl be hed during its preparation to assure compliance
with this standard and preparation of adocument of maximum usefulness. Manua reviewswill be
conducted a the contractor's facility, or a Government site, as mutually agreed. Arees of the
document not providing clear and/or complete information for government personnd utilization of
the system shdl be noted for revisons to be performed by the contractor.

Draft Manud. A draft of the manual shal be prepared and submitted to the COTR for review at
least 90-days prior to production of the fina manud. If atraining program is part of the contract,
draft copies of the manua shdl be used as a text to support the indruction. The find draft shall
incorporate the corrections derived from the training program (if applicable), and other items, as
directed by the COTR.

Find Manud. Thefind manud shal be prepared after gpprovd of afind draft. Delivery shdl be:
a) one reproducible original; b) copies as defined by the procurement specification; and ¢) a
complete set of magnetic media discs of in the wordproccessing format of the contractor. (Note:
WordPerfect Corporation - "WordPerfect V6.0," or MicroSoft - "Word" are prefered by
NOAA/NESDIS)
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